ASK 2024 st=dtEL]

97 A%

A%,

BSE 883 1

AE 25 Zeko|WA] 7Y

A2 o]aT 3

gAe AT s G g ket )
2 galol Aol vl g3 3okt WAy

s g alel A s &

)
FRHT I, v UG£ T} Fw

{20210640, 220237020} @sungshin.ac.kr, iglee@sungshin.ac.kr

Highly Reliable Differential Privacy Technique Utilizing
Error Correction Encoding

Seung-ha Ji!, So-Eun Jeon?, II-Gu Lee?
"Dept. of Convergence Security Engineering, Sungshin Women’s University
2Dept. of Future Convergence Technology Engineering, Sungshin Women’s University
3Dept. of Convergence Security Engineering & Future Convergence Technology Engineering, Sungshin Women’s
University

L=

IoT &A1 /57 G55l wet EHA AolA FFilse
of wel vole A%HAe) wet 4avt FadAw
7] ¥ (Differential Privacy, DP)< x%_g_o],o:] HolHE B33 ). A5 DP
VISIHE S 48 849 e S A AT A A e

u

st Abs
7} Aag
ol A=

s eholuj A

A doly AFS A doly <

zds xﬂ%?&ﬁ% A 734011 w2, EN- DP%
7

A5 Fo 29 o)

A 17.16% N4 5

1L A8

YESH T Ad= = AHE QA E Yl(Internet of Things, IoT) %
o MG FE wEr MENZ 34 oA F540
H= delEe o] g5t dom, Holy dF 349
Heb Astrt T w3k wAEy s wHy 3
Al S RS oh83E AtolW FAo] ak=shEWA do]
B Hete] TS FxHa Atk o] wet Eﬂolﬂoﬂ il
T wol=2E FUtste] ¥AATE AFEARY FRE FF5HA
E3HA st A5 ZEtelwA] 7] (Differential Privacy, DP)
o ¥ ar Ak [1].

SHAIRE, DP & dlolH Y =3k gfato =z <l oH tlo] E 9]
e EE Astr7|a Y /\P*"*X}«] tele g5 237t
FAggte A= @A7E vk =ielMe AR AR

7t 71AEE REs 835 Eﬁﬂxla LEEate A NA
A3Y 7IHE AR AR =EO frolwE I Aol
Agsto =z A AMgAe] Ao w Aed fFEHEE 2
St FAAS] wAaleld 8t s FaAA Zet
o|HA]E &7 HA3S= EN-DP (Encoding-based DP) & 22
Al gttty
2. 4gaT

Jung-Hwa Ryu [2]2] A aAF) A= DP o A 7k H<]
WAE, dE, MRS A3 9 2A3e] ZEolHAl S
o AREA G874 Abolo] HAAel #EE Follin JFI

T}. M.A.P. Chamikara [3]<] 7\46304?01]7\1“ HAHds &8

of
HlolE <ol F7Fsk3iaL, o

[e]
stk Z1EAE e QF wmol =g F7b

l

=]
g 714k}l DP 7]}l EN-DP (Encoding-based DP)

P A}%x}e} FAA e 4 59 A

g YFIT

@ A oWAT 5% W AA dolHs) Ay Qe
W AN 552 WA 98l 8% vlolEel DPE A§
stglom mefoluln] &4 WAE YAk e F A
BT BT DP 2 g vl s)fo] gl el
2 PeA7E BAE R sk,
3. 9% A4 R3E BT 1 A5 Taho|u|A|
71%
B oA AAF doly A%S AF doly A=y

= O [e)
719kl @& <1 DP 71l EN-DP RHe] §2 s A
O~ = [e)
=%tk 19 12 EN-DP 9] 5% w7y LrEbd
Encoding Decoding
i Receiver
.. Transmitter ... i DP noise D nolse
I'f‘dﬁrﬁ‘;:"mm-‘:m i Tmportant features for i Important features for =
identifying sensitive | _____§ _____ - S denti i
g snal i > m:nln:m:%m:uve deemenpd m=m:‘:;mw ;
H - :
i Important features for Important features —
i normal users prersee 3 W ncoded foengrmal mers | > [m"ﬁﬂ,ﬁxf for Machine-Learning |
model i

(Z¥ 1)EN-DP & 53 HAYZ

AAE doly File Hﬁﬁ EN-DP 9] &2 W42 &
&

= s1Ao] DP 2 Agehi, ehoy A% feuEel o
ESE FAE A A AP A gl A=
e A ga

- 243 -



the =27 (312 1

)

fol

of W AR Blol B & Yt MRS Eshe
U F8E7F B AT MRS Az A3 glo] DP
wol 27k AgH HolHE SRAFORA FAA} I
2 GHHUGE AF wol 2 o) WPALE AHs
oSl ZetolmAE ANE 5 ek WA, 4Y AHe
A7t EANE EEd FoAvid AANE g F
g 45e wAs] A% 9=y @e Frstel £
sta, A olF oA HaPdons 9R AHE 3

T-ate] A&E TAA EFo] 7hs s

A 25 AR WAlEd RES ARgste] SAA
& E=Ested fone 9A a5y #aled 2dE A
4 ARE AdEsted Fovg 9A 2Fo® v ozt
Zh ARG Abel ARV Bl R e ARE AHsEr] 9
g fFomgt A= B 8 JHo FAE £HE 5T
= permutation importance 7| S &-8-3kt}

45 B7}
41 A5 H7F 87

2 oAM= A|otsti= EN-DP 9 As H7F $48 AY
gt} 2 Ao E fxE 23 AFzE gX3= #aly
d g5 Hlo]EQl Bank Account Fraud Dataset Suite (NeurIPS
2022)S &gskgivh A AR WYY REs 48
3te] & AlFE gAst, FAAE WAy REE &

€ W3 ARE fFEIT 7P
B0 ARt AR MAled REE& Decision
Tree W2Alo g2 RAHEAHT] m:z:gl_, A % 9=

=Z3}7] 98] permutation importance RS -85} a1, 91
T2 Reedsolo 1.7.0 ZES A83F3 0

EN-DP ¢] A5 Hlu H7IE 93] d3FES 2814 &
i DP Z % &3} Con-DP (Conventional DP) [3]5 WEH A %
go] oz M43t EN-DP 9} Con-DP 9] 4t AL-g-#}2]
WA EE Atz sk & S
de A9l Heb 83F (security capacity)§ H]

9 gAo] fae 42 ohgste]

42 A% 97 A% 2 BA
0% 2 B R R A A3 Fe g 9=
A G4 Amer AR Wz AR F4 AFEE 4
ERd 2ol
—6— EN-DP (User)
—&- Gen-DP (User)
801 -4~ Attacker
75 4
g
9
£ 70
2
65 1
60
0.‘7 018 0;9 1.‘0 1:1 1.‘2 1]3 1;4 l.VS
DP noise level
(29 2)EN-DP 9 A5 F7} A3t
a9 2 o wel, DP o] o] SrhEEE HE B

do] F3w AFo] YrolxE AE Bt 1o R,
ENDP‘_ Ji%‘ 71%—% =3 DP 7} 31%%1 golEE &
o] dlolEHZ Ho] 7Med =z, DP ko= wWo] %
VAt x%ﬁltﬂ- "ol A H e} % Con-DP ﬁﬁz}q
3% AT b Aol %% ANE BTk v ¥

[}

2 eyl ZE Con-DP ¥l DP »o|= o] %7]'
S5 deolgo] xdgE A wmolxg s stg A
TVt 34 oAl AEgS B ¥ 32 EN-DP,
Con-DP o] H<el &3 vlu A5 YEpdt
2 16.65 17.18
. 14.91
a 15
® 11.52
>
g 10 aa
g :
3 35 4.6
= 5 .05
8 o
o7 0.9 1.1 1.3 1.5
. -1.85
DP noise level
m EN-DP Con-DP
(¥ 3) EN-DP, Con-DP &] X ¢t 43 A}

DP =o]= #Ho] Fol@A4= EN-DP ¢ Con-DP ¢ Hot
feo] F71ES HolFEr E3%] EN-DP &= 939 71”&%
23 ole] AATOEMN Con-DP ©] vla] HeF &35 A
sto] o] Ale} fEEE|e] Efol=ex %Zﬂ% k]

3 2= 9] 89 9l=algt)

5 4

Z#2 DP 7HE AF o2 E Iz dlojE o] 4 o]
ol AlE MAFEAT FF AMEAe] AdEd fEEE
g d3r7E dAAE SEStuA 1417 dHolH dFS
gk deoly 1329 71%ke] DP 7]l EN-DP E&-& At
stgith. A3 Ao wp=wW EN-DP & Con-DP t¥®] Huj
17.16%2] Het &3S /MAAZ & &S dFssh &
F AFfoME FAA =9 Q- gay F3o] Brled
HAYEES /dste] velt 888 HHgetes 7ES A+
& AF ol

rft

Acknowledgement
B =R 2024 U& APEAAGLRE @ g e
9o A A A AADALA  (RS-2024-00415520)3} 3}
i‘ﬂ%xéi%ﬂl‘% L ﬂiiﬂﬂﬁﬂﬂ o] ICT F212A)
TAHRE FPEYS (No. IITP-2022-RS-2022-

FuEd
[1] BoNing, Yunhao Sun, Xiaoyu Tao, and Guanyu Li
“Differential privacy protection on weighted graph in wireless
networks,” Ad Hoc Networks, vol. 110, 102303, 2021.
[2] Jung-Hwa Ryu, Sun-Jin Lee, Hye-Yeon Shim, and I1-Gu
Lee, "Parameter Optimization Techniques for Privacy and
Utility Trade-off of Differential Privacy," The 24th World
Conference on Information Security Applications, Jeju Island,
South Korea, Aug. 2023, pp.3-4.
[3] M.A.P. Chamikara, P. Bertok, 1. Khalil, D. Liu, and S.
Camtepe, “Privacy Preserving Face Recognition Utilizing
Differential Privacy,” Computer & Security, vol. 97, 101951,
2020.

- 244 -





