ACK 2024 st&8IELHS| =27 (312 25)

Mk Alolw] Wob 9g wdy: VSAT % 94 T4l
Ak w4 s A=

Frel A1, o] AL, o] A A2, FA2&3 HAH4
1Al Aok ¢ R ek ot} oA
R B R AR L R

3o A gt ar 2] & A g o] E AFo] A 2~ 8} 5 A
478 Ao 2 ekl 5§ H Qb 8k wla
20200936@sungshin.ac.kr, 20200948@sungshin.ac.kr, 20201006@sungshin.ac.Kkr,
20230875@sungshin.ac.kr, zemisolsol@sungshin.ac.kr

=

Ship Cyber Security Threat Modeling: VSAT and
Satellite Communications Vulnerability Analysis and
Response Strategies

Ye-Ji Yul, Jung-Yeon Leel, Ji-Yeon LeeZ, So-Yun Yang3, Hyun-Woo Choi4
1Dept. of Convergence Security Engineering, Sungshin Women’s University
2Dept. of Computer Engineering, Sungshin Women's University
3Dept. of Mathematical Statistics and Data Science, Sungshin Women'’s University
4Dept. of Convergence Security Engineering, Sungshin Women’s University

8 ok
o] txdsle] w2 Aleln] HeF 913, 53] VSAT % 4 54l Alz~H
IDE 918 2dd, ¥4 E &4, 12l A4 g dde)dx doly
z 5 H7tE st 24 A3 1627702 VSAT #H ZX7F Aloly
°f§oﬂ w-Z 5 o 2}%% gelstgon, F&o FHY¥omr (CVE-2022-22707, CVE-2019-11072,
5 2th. STRIDE ¥ DREAD #4& wvigo =2 1071 59 st ®et
Fom, 7t g FaE AH¥HoR Fristdh B AT v 2dxE
Fol=atl S AFsty, FF =29 s22bd Y AlelH Bt o] 7]

E; ).4.\.
fz
A
N

1. M2 2. AT gy

s gt Aol fridstz s vk o AL AT gy 22 AAA] HHES Bd F
ol¥] T4 fde] Tkt Arh 53 A4 SAE BRI
ol AAE g nt Alagle] FHopHo] FEREL @™ol Z&%=(DFD)%4 @STRIDE 913 =24
gk #H Aol $8 €2 A2 Criminal 1P Q&4 E7 B4 @Criminal [P9] 9 <ldag|d~
FHAE A8 waw, 2023 129 39RE 20249 o] &8 @STRIDE ¥ DREAD 7]4We] 913 ¥
19 399 g & Abolo] of 162779 Muk #A- *F 7}
A 7F Aol @el =FH Aoz velyth[l] o 3. VSAT 2 94 54 Azd" HIH 84
21gk Alxgl F AEETE 94 $ANs AREekaL 3.1 do]§ &%= (DFD)&4
Aol 1 Aol o AA FAEI At o F S THoRE 3 AHute HolH 5%

VSAT(Very Small Aperture Terminal) A]Z=®l-&
AZkd Aot e wfam glol, & Ak Azswlel
P 2 EunAdAs dies 97 A7)
99% Critical®= WeERWth & A= VSAT 2 94
F4 Azwe] e BASD, old o we
AT 2EE Z3lste] Adl Ldx159 FaHl
Aboln] mol g Webe AAFmA @} e -

- 987 -


mailto:20200936@sungshin.ac.kr
mailto:20200948@sungshin.ac.kr
mailto:20201006@sungshin.ac.kr
mailto:20230875@sungshin.ac.kr

ACK 2024 &=

|-.u.|:

ac

f32| ==F 813 23)

(¥ 1) VSAT dlel¥ 35 %(DFD)
? O2¥& VSAT A="S FAoRE 914, Ak A
28 AHY, §4 71A = 1t Holy 555 BAF
= DFD(Data Flow Diagram) ©]t}. VSATE %4
d AFmolgts HoR, Y SAlst Ak o
oAz dl3 AAdEo] dth T3 VSATE gl
= Fa ek sk, £ VA=A E Heoly
& FueE 7)sS 7hEth
3.2 STRIDE 918 =43
1. Spoofing: ¢1A4 A& 2=F GPS =¥
2. Tampering: &4 Holg Wz Hdo Hx
3. Repudiation: &1 AHA] T+= WHZE
4. Information disclosure: ¥173 Aul A n §F&
5. Denial of service: VSAT Al2® 343} &7
6. Elevation of privilege: VSAT #g]# A3t &3
3.3 VSAT A]2=# Attack Tree 4]
H AFolA VSAT Al=gl s s 93 34 Ed

g thest ol ARtk

= (] [

< Attack Tree

o I~ o O
3 F dss ¢

A, vES

ZEJ o FHFH o8 Fol 9
A%d &4 29

Criminal 1P9] 98 Adgldx~ 4 Ay 20233
12958 20243 19704 & 23k 1627719 VSAT
FE ZAA7F AUl w=EFE oz gy
F&3 w3t AL Cobham SAILOR VSAT Ku
v.164B0191 A wAE Fe o HHEoth
CVE-2023-44857+= 997 == A3 FHHoz A
el RAAS I £33 CVE-2023-44856,
CVE-2023-44855 5 98 71¢] A2 Alo]E ~3
HHE(XSS) F ks o] WA At

HA e ®Wag CVE-2022-22707, CVE-2019-11072,

ot

CVE-2018-19052 ¢ #HFHEL o3 F&Ed
Aoz, ¢ Qg ~E F3 #Hx A &3
o} Mub 912 AR 2 Au] AH = 5SS U
Estar gle], VSAT 9 914 T4l Ajz=gle g
P7W°1 Bl & wigdo] wh=A] o g 3Shr),

4. Zgd B¢ AF2E 9 ¥ H7t
STRIDE ¥ DREAD #4& &3] 7 Het 59

ZoTE m 5 = S
TOEE WUhsta, ol& wEew AFstd Wk A
= =] Dz = K<y 1
AY2EE WEsiddv. 37 A= vs 19 2
AL AE gt STRIDE DREAD & 4= =3
1. VSAT Al A Eelof L AZE0] AT| S,T,LE D9, R:8, E:7, A9, D:6 39
gtlolE
2. 25 AT HHUS HE S,R,E D:8, R9, E:8, A:9, D:7 41
3.VSAT ¥ CIE{H0| A ™2 Mgt Y 2UHY |S,T,R LE D:9, R:8, E:8, A:8, D:8 41
4.91d SAOI0E g2t HE T, D:10, R:7, E:6,A9,D:5 |37
5.GPS AZZ €HX| U WOl AAY 2= S, T D:10, R:8, E:7, A:10,D:6 41
6. UIESII NIOMEI0IH S S5 VSAT T.1,D,E D:8,R7,E7,A8,D6 36
AlAE A
7.2t 20 TUEHY U o] A E €A S, T,R,I,D D:7,R9, E:8, A:8, D:9 41
AAE P2
8 FIIHO FHAUY AMH U AFHAE £ |§,T,1,D,E D:8, R:8, E:9, A:8, D:9 42
9. VSAT & 9|4 Sl Al AG SR} & S,R,1 D:6,R8,E:7,A9,D:8 38
Hot W 2%t
10 AOIH] BOAID CHE AN 48 X 88 |R,D D:7,R9,E:8, A9, D8 41
<3 1> STRIDE A%
- STRIDE HHdl: S(Spoofing), T(Tampering),

R(Repudiation), I(Information Disclosure), D(Denial

of Service), E(Elevation of Privilege)

- DREAD W4 D(Damage Potential),

R(Reproducibility), E(Exploitability), A(Affected

Users), D(Discoverability)

A A3, A7IAQD A 270 2 AT HZE
6301 7F¢ =2 DREAD #4(423)5 wraton,

AANE A8, VSAT o deisfel
AR R B
9 % wer 2o wudd o
oW FE, Aol mek Ax g AF
o) 1 tgoR Ee AFULDE Wtk
2 9% A7 3%

VSAT 2 914 B4 Alz9e] e

H3l o=

_4

oY
e ol i [~

XN >
lWrHJ

2}

1] &
LN

STRIDE % DREAD Z4<& %3
TLEE APHoz Hrhsta vk

[1] Kim, Y. (2024). Growing threat of ship hacking...
Over 1,600 devices found exposed to attack surface.
Boannews.

https://m.boannews.com/html/detail. html?idx=126635

[2] Jo, Y.-H., & Cha, Y.-K. (2019). A Study on Cyber
Security Requirements of Ship Using Threat Modeling.
Journal of the Korea Institute of Information Security &
Cryptology, 29(3), 657-673.

- 988 -





